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1 DESCRIPTION

This guide explains the procedure for using the TCS-CA issued digital certificate in
Microsoft Outlook 2000.

2 MICROSOFT OUTLOOK 2000 AND CERTIFICATES

Microsoft Outlook 2000 supports a standard called Secure Multi-Purpose Internet Mail
Extensions (S/MIME), which uses RSA encryption technology. At the core of any
S/MIME client, the sender will find support for the Public Key Cryptography
Standards (PKCS). S/MIME clients (including Outlook 98 and Netscape
Communicator) use the PKCS #7 Cryptographic Message Syntax, which defines the

basic structure of the digital signature and envelope.
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3 SETTINGS TO CHOOSE VALID DIGITAL CERTIFICATES

= Select Options... from the Tools menu.

= Select the Security tab of the Options dialog.

Freferences I Mail Delivery | Mail Format | Speling  Securiby |Dther I

Secure e-mail
™| Emcrypt contents and attachments for outgoing messages
™| Add digital signature bo outgoing messages

[T Send clear text signed message

Default Security Setting:

Secure conkent P
Security zanes allaw you ko cuskomize whether scripks and active A
content can be run in HTML messages, Seleck the Microsoft
Internet Explorer security zone to use. G
£one: I; Internet j Zone Settings. .. | E

Aktachrment Security. .. |
2

Digital IDs {Certificates)
Digital IDs or Certificates are documents that allow wou ko prove waour
=

identity in electronic transactions.
Import Export Digical 1., . | Gek a Digikal ID. ., |

I | Zancel | apply |

= C(Click on the “Setup Secure Email” tab as shown in the above screen-
shot.
= You will be displayed the Security Settings page as follows

Copyright © 2008 Tata Consultancy Services Limited




| B MS OUTLOOK 2000 CONFIGURATION USER GUIDE Enm

Change Security Settings ) =l

Security Setting Preferences

Settings Name:

B
Secure Message Format: IS,I'MIME j

[ Default Security Setting For this Secure Message Format

™ | Default Security Setting for all secure messages

Security Labels. .. | Rl Delete | Basswardl .. |

Certificates and Algarithms

Signing Certificate: I { Choose.., |
k2
k4

Hash Algorithm: I

Encryption Certificate: I Choose...
Encryvption algarithm: I

¥ Send these certificates with signed messages P
ITI Cancel A
G
E

= Enter some name for the Security Settings
= Click on the Choose button for the Signing Certificate as shown in the 3

above screen-shot for choosing your signing certificate.
= You will be given a list of Signing Certificates installed in your IE
browser to choose from. Select your signing certificate and click on

“OK".

Copyright © 2008 Tata Consultancy Services Limited




MS OUTLOOK 2000 CONFIGURATION USER GUIDE LW |

Select Certificate - 2 x

Select the certificate wou want to use.

Friendly name | Expiration &

Mone

Inktended F...

Issued ko

Secure Ema...  sukh 3fojzon4
C.ﬁ.Opera. .. TataConsu... Secure Emal  Mone 10/21/200
Ecasdmin,.. Tata Consu.. SecureEmal  Mone 10421200
Edraadmin... Tata Consu.. SecureEmal  Mone 10021 200
Edcandmin testCServerd  Secure Ema,..  {EGBIDDEE... 7/15/2003
F=1n A i k] e T e e il [ P 1o Mm i
1 f r

Ik Cancel | Wiew Certificate |

Please Note: The email address in the certificate should match your

Microsoft Outlook email account.

P

= Your signing certificate will be selected. Then click on the Choose button A
for encryption certificate as shown in the above screen-shot for G
choosing your encryption certificate. E

4
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Change Security Settings B =l

Security Setting Preferences

Securiby Setkings Mame:
I Anish j

Secure Message Format: IS,I'MIME j

[ Default Security Setting For this Secure Message Format

™ | Default Security Setting for all secure messages

Security Labels. .. | Rl | Delete | Basswardl ..

Certificates and Algarithms

Signing Certificate: @sh Kr. Srivastava >

Hash Algorithm: ISHF'-I

Encryption Certificate: I

Encryvption algarithm: I

@nd these certificates with signed messages

ik, | Cancel | P

A

G

= You will be given a list of Signing Certificates installed in your IE E
browser to choose from. Select your signing certificate and click on

“OK". 5

Please Note: The email address in the certificate should match your

Microsoft Outlook email account.
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Select Certificate 2=l

Select the certificate you want o use.

Issued ko Intended F... Expiration &
i ) Yl ; o
Edsukh rookCh, Secure Ema... sukh 3f10/2004
C.ﬁ.Opera. .. TataConsu..., SecureEmal  Mone 10f21)z00
Elcandmin,.. TataConsu.. SecureEmal  Mone 10f21)z00
Edraadmin... TataConsu.. SecureEmal  Mone 1021200
= candmin testCServerd  Secure Ema... {EGBIDDSE... 7[/15/2003
el A e T=k= T S e e =il Al 1t T
1 f 3 i
()4 Cancel | Wiew Certificate |

= Your signing certificate will be selected.

= Please check the box to send these certificates with signed messages.

Change Security Setkings i e |

Security Setting Preferences

Security Setkings Narme:
I Anish j

Secure Message Formak: ISIMIME j
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[T Default Security Setking For this Secure Message Format

[T Default Secutity Setting For all secure messages

Security Labels. .. I T I Delete | Bassiward., . |

Certificates and Algorithms

Signing Certificate: nish Kr, Srivastava 5 Choose, .. |

Hash algorithm: ISHF'-I j

Encryvption CertiFicate@nish Kr. Srivastava >

Encryprion Alaorithm: ISDES

@nd these certificates with signed messages

Ok | Cancel
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4 ENABLING SECURITY SETTINGS FOR MAIL ACCOUNT

Following steps will enable signing and encrypting all the outgoing messages from
the sender’s account.

Before that you need to install the required certificates in the IE browser. Make sure
both the Signing and Encryption certificates are installed in the IE browser (Personal

Store)

4.1 SETTINGS TO SIGN AND ENCRYPT ALL OUTGOING MESSAGES

= Select Options... from the Tools menu.
= Select the Security tab of the Options dialog.

= Check Digitally sign all outgoing messages so that it is turned on.
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21
Freferences I Mail Delivery | Mail Format | Speling  Securiby | Okher I
SecUre &
[ Encreot contents and attachments For outqoing messages:
[v ladd digital signature ko oubgoing messages
[ Jsend dear text signed message
efault Security Setting:  |Poo j

Change Setkings. .. |

Secure canktent

Security zanes allaw you ko cuskomize whether scripks and active
content can be run in HTML messages, Seleck the Microsoft
Internet Explorer security zone to use.

Zone: I£ Internet j Zope Setkings. . |

Aktachrment Security. .. |

Digital IDs {Certificates)
Digital IDs or Certificates are documents that allow wou ko prove waour
=

identity in electronic transactions.

Import Export Digical 1., . | Gek a Digikal ID. ., |

I I Zancel | apply |

Note: Microsoft Outlook 2000 includes the option to digitally sign and/or encrypt all
the outgoing messages. The sender shall confirm that most of the sender’s
correspondents use mail software that can accept digital certificates, while
configuring this option. For the overwhelming majority of email users, it's best to

choose secure email option one message at a time.

Note: While sending mails if the sender’s digital certificate does not exist, Outlook
will warn that the message cannot be signed and prompt if the user wants to send an
unsigned message instead. Similarly while encrypting the message, if the
recipient’s digital certificate is not available the Outlook warns that the
certificate is not available and if the user wants to send the message as an

unencrypted message.
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5 SENDING INDIVIDUAL SIGNED AND ENCRYPTED OUTGOING

MESSAGES

Incase the sender does not want to activate the option to sign and encrypt all
outgoing messages but wants to sign/encrypt certain outgoing messages, it is
possible with Microsoft Outlook 2000.

= Create a new email by clicking on the New Mail button.
= The New Message composition window will open.

= Click on the Options button from the menu bar.

-iolx]
JEiIe Edit ﬁiw}onls Actions Help
J;gend(romions... ’_"n)«rial = | e £| B 7 U |§ =E=iTi=EEE 2
. e P
To,.. ||
A
iy ||
Subjeck: I G
;l E
9
oa |
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= Check the boxes for Signing/Encrypting the mail as required.
Message Options ﬂﬂ
Message settings Security
@ Importance: % [ crypk message contents and attachments
Sensitivity: INgrmaI vI v @dd digital signature ko outgoing message
Delivery options
@ ™ Have replies sent ko | Seleck Mames. .. |
v Save sent message ko ISent Ikems Browse. .. |
[™ Do not deliver before: I j
[ Expires after: | j
Send message using: |1?2. 19.40,150 j
Tracking opkions
@ [” Request a read receipt For this message
Contacts, ., | I P
Categories. .. || A
A
E
= Close the dialogues.
10

Click on the send button to send the message.
If you have chosen the encryption option and don’t have the encryption
certificate for the recipient, then the message will not be encrypted. The

following dialogue will be shown.

Non-Secure Recipients 7] x|
Mone of the recipients can read an encrypted message, You can
either proceed with an unencrypted message or cancel the
operation,

Send Unencrypked

Click on Send Unencrypted button. In this case, the mail will be digitally
signed but not encrypted.
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When the sender send a signed email, the sender’s private key is used to digitally
sign the message. Depending on the private key security level the sender established
when the sender first installed the sender’s personal digital certificate, when the
sender click on the Send button, the sender may receive either an OK/Cancel
prompt or a prompt for the sender’s private key password. If the sender selected a
private key security level of "Low"”, the message will be sent without warnings or

prompts.

The sender can send encrypted email to anyone who has a digital certificate. Simply
ask the sender’s correspondent to send the sender a signed email or the certificate
file as an attachment. Once the sender has received a signed email, the sender’s
email program will store the sender correspondent’s digital certificate in the sender’s
email address book. Once the sender have the other persons digital certificate in the

sender’s email address book, the sender can encrypt all email to the correspondent.
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6 RECEIVING SIGNED MESSAGE OR ENCRYPTED MESSAGE

While receiving signed messaged from others, the receiver can click on the from
name at the top of the message using the right mouse button and can add the
other’s digital certificate to the address book. When this is done the certificate and
public key information is stored in the address book and you will be now able to send

encrypted email to this person.

When the user receives a signed message, the recipient email program uses the

public key attached with the message to verify the signature.

When the sender receives email, which is signed, and/or encrypted, the message will

have the appropriate icon attached to it. The following is a typical signed mail.

¥ Test Signed Message - Message (HTML) - US-ASCIT i -0l x|

JEiIe Edit Wiew Insert Format Tools Actions Help

Jﬂiﬁeply | €5 Reply ko Al | W Forward | = | v ||:B > ‘ a* -~ W~ ‘ﬁ‘:

@ .

From: Anish Kr Srivastava [anish@ate.kes, co.in] Sent: Wed 4/3002003 2:33 PM
T poowventhan@ate. bes. co.in
e

Subject;  Test Signed Message
Roccurity: Signed @
=

This is a Test Message
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= The red icon indicates that the message is a sighed message.
= The blue padlock indicates that it is an encrypted mail. The receiver can

click on these icons to examine the details of the certificate used to sign
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and/or encrypt this message. The following is the screenshot for the

signed mail.

Digital Signature: Yalid i |

E Message: Test Signed Message

This message is digitally signed buw:

C=IN; s=andhra Pradesh; L=Hvderabad; OU=Class 3 Certificate;
QU=ATC; O=India PKI; O=Tata Consultancy Services;

+ Signature: valid
" Conkents nok alkered after message was signed
" Certificate nok revoked
" Certificate not expired
" Certificate trusted

v glways warn me before opening messages with invalid signatures

‘Wiew Certificate. ., Edit Trusk, .,
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CoONTACT Us

Tata Consultancy Services Limited
[Certifying Authority - PKI Services]
Advanced Technology Centre
Deccanpark, 1 - Software Units Layout
Madhapur, Hyderabad - 500 081

X helpdesk@tcs-ca.tcs.co.in

B http://www.tcs.com
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