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ABOUT THE DOCUMENT

This document describes the procedure for applying Certificate Replacement.

GETTING STARTED

The Certificate Replacement is available when any of the following error
occurs.

1. Certificate is not downloaded.

#icrozoft Internet Explorer

! E Error in Dovnloading certificate -2 146885628 undefined][] P
A

.

E

2

2. Certificate is downloaded but not exportable from browser (private Key is
not exportable) after download.

Certificate Export Wizard n

Export Private Key
‘ou can choose ko export the private key with the certificate.

Private keys are password protected. If wou want to export the private key with the
certificate, wou must tvpe a password on a later page.

Do wou want ko export the private key with the certificate?

~

™ Mo, do not export the private ke

Mote: The associated private key is marked as not exportable. Only the certificate
can be exported.

< Back. | Mext = | Cancel
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If any of the above errors occurs during downloading of the Digital
certificate then inform your Registration Authority and follow steps as given

below to get the certificate replacement.

The certificate replacement option is available only for 21_calendar days
from the date of issuance of Digital Signature Certificate. After 21 calendar
days certificate replacement option will not be displayed. Please inform
immediately to your RA and start the process of certificate replacement

when you get the above errors while downloading.

Please note: The subscriber can avail the certificate replacement only ONCE

P
STEPS TO BE FOLLOWED TO GET CERTIFICATE REPLACEMENT: A
G
E
e Go to your Registration Authority Website and Login as member.
e Click on click here link in ‘Step-4' section. 3

e Click Request Number. There will a button “Replace”

Your Digital Cerificate Information
E-mail Address sharadsamal@atc.tcs.co.in
L ountry IN
Fitate Andhra pradesh
| ocalityl City hyderabad
Cirganisation Tata Consultancy Services - Certifying Authority
Crganisation Unit Individual - Others
Crganisation Unit TCS-CA - Registration Authority
Common Mame test_demo1 test_demao1
Eerial Mumber 7956

Back Diownload | @JE;T

e C(Click on button “Replace”. It will open page to revoke the
certificate.
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e Specify the reason based on the error (Certificate is not
downloaded/ Private key is not exportable) and click on button
“Revoke”.

Revncation Detals

Riaason Im
=
omment
E
(fn;wn )| Cancal |

Microsoft Internet Explorer x|

9 Are you sure that wou are using the same user profile/machine
- that you used to submit the certificate request,

5 P

Cancel | A

G

e Click on “"OK" button E
4

Microsoft Internet Explorer x|

\ ? ) Confirm certificate Revocation request?

Cancel |

e C(Click on “"OK" button

Microsoft Internet Explorer x|

? ; Revocation requesk no is - 75962

IJse the request number to track vour request,

Zancel |

e C(Click on “"OK” button. Inform the revocation request number to
your Registration Authority.
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[0 you have @ certiscate request sresdy genorated? | Yes 7 Mo

Contents of your Digital Certificate Help +
Last Mg Sumnatne = fest_demo? (eer Seivastava)
First Mame * ftes_demoz fe Anish)

iddle Hame I (eg Kumar)

il Adddress [sharadsemal@ete cs.coin (e Anish@atc bes co.in)

ripasisation Tata Consullancy Services - Cerifing SAuthonty

rapamisation Unit TCE-CA - Registrabon Authonty

panisation Wit Individual - Others

ddiessLaocality * Ikl:lu‘«':&l& (e Mumbai)

tate * fiest Bengal fegr Manansshira)

iConuntiy Code I ndia EI

[Select the Cryptographic Senvice Provider
The: Cryplographic Service Provider or CZP ks & program thst generates your publichehate key pair,

UOTE | Inclsn IT Act stipulates thst you use 1024 b length keys. In case your broweser doas not support 1024 bi keys, your
frowser has fo be updsbed with the relevant patches,

[-hoose the sppropriste CSP below depending on whene you plan to stare your privabe ey,

H youd sre using the IE Browser, please select "Scrosott Enhanced Crypbographic Prosdder 1 0°
For Alackiin 6Token PRO seiect “sToken Base Cryplographic Provider™

Fior Satenel Hey 1000 8k please seiect ™ Renkowy Mey 1000 RSA Croplographic Servics Provicer”
Fior Sntened ey 2032 32K please sekec] " Datekey RSA C5F°

iCryptographic Service Provider =

mao >0

5

|Subscriber Agreement
By pghyirg for, submilting, or usng & Dighal Cerlincate you &re Sgresng 10 the terms of the TCE-CA Sybacrber Soraemen]

| Generate Ragquest |

e After clicking the OK button a non-editable new enrollment form is
displayed. This page will not allow the user to change the
“Contents of your Digital Certificate”. The only thing that can be
changed is the “Cryptographic Service Provider”.

e After selecting the appropriate “Cryptographic Service Provider”

click on “"Generate Request” button.

e An enrollment form with new request number is displayed. Take
the printout of the enrollment form and send it to your registration
Authority.
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| Certificate Enrollment Form for Request Number - 75972

|Cerfificate Class CLASS3

|Certificate Type 'Signing Certificate (Single Key Pain

|Cuntems of your Digital Certificate Request

[Name test_demoZ test_demoz

|Organizatinn ‘Tata Consultancy Services - Certifying Autharity

|Organization Unit TCS-CA- Registration Authority

|Organizatinn Unit ‘Individual - Others

|E-mai| Address ‘sharadsamal@atc.tcs.cu.in

|city kolkata

|Btate ‘West Bengal

|Cuunmf ‘IN

Important:

‘1. Print this Enrollment Form by clicking [Print] button b
A
G
E
6
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Certificate Replacement form

To,

Registration Authority Administrator,

Dear Sir or Madam:

Kindly revoke my earlier Digital Signature Certificate (Request # /
Certificate Serial Number # ) as I have requested for a
certificate replacement. The reason for Revocation is
P
A
1. Error in downloading Digital Signature Certificate G
2. Private key not exportable after successful download. E
7

The revocation request number is and the new Certificate

Enrollment Form is enclosed herewith.

Name of the Applicant:
Type of Digital Signature Certificate applied for  Class I/Class II/ Class III

Date Signature of the Applicant
Place
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CONTACT Us

Tata Consultancy Services Limited
[Certifying Authority - PKI Services]
Advanced Technology Centre
Deccanpark, 1 - Software Units Layout
Madhapur, Hyderabad - 500 081

X helpdesk@tcs-ca.tcs.co.in
E http://www.tcs.com

W
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