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ABOUT THE DOCUMENT

531 6207894/ 6910 3:91 /59 20967 9;2 207 34< /59 3<3/=3<4/79 9/3;30/9
$7134< [2941& ;28 | 2417=/40> 9?3091 @ 9/3;>34< 7/523/>% &
2 /59 * 9:3=34<.

GETTING STARTED

21/ //59 20911 2079/59 3<3/= 3<4/79 9/3;30/9 4 2==894/ A3/ ; 28
2 3/1 9<31/ /1324 7/52 3/391. 59 3/024 /341!

. 294 $=66349294&
e 41/==/324 . 531024/ 341!
3791

Note:

>1/98 9C73 9894/!
0 9 /34< >1/98! 3462-1* ,+31/+ 3462-1(
0 219! 4/949/ D=29 . 46 :279
27 1527=65 ?9 /59 683431/ /2 373=9<91;2 34 1/ ==34< /59
294 379.

USING ALADDIN E-TOKEN

To install the eToken Drivers:

. 419//59 34/2/59 63792;>27 028 719 .
* 2341/==9294 63?9 0=30 24 3462-1 41/ == 0 <9 “PKIClient-x32-
5.1-SP1” $:196 24 /59 29 /34< 1>1/98&. 009/ /59 30941 9 <99894/
46 20996 -3/5 341/ ==/324.
). 91/ //590287/9 ;/9 /59 341/==/324 31 028 =9/9.
27 04 42- 199 /59 9294 29/391 ;28 /59 / [ 947 > 19=90/34<

2< 81B /294B /294 29/391.

e e ee—m e o

Q Mozilla Thunderbi
3 Motepad
|@] ouTLOOK

I (& windows Media Player
'_fé Internet Explorer
&] Outlook Express
.. Remote Assistance ]

™ ti
‘¢ samelime %ﬁ windows Movie Maker

@ Microsoft Office Exce Lotus Applications >
[ Microsoft office wor Mazilla Firefox ’
&=: eToken Properties Cisco Systems »
B8 2dobe Reader & Softwaredes » inserted, the
& Caleulator Apache Tomcat 5.0 3

1 TextPad

All Programs »

v | MG eToken PEI Client » | =3 eToken Properties
TC5 FileSigner Plus » &= Start eToken PKI Clisnt
SafeMet 3 |
ﬂ: [P Prink Manager »
aw
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=30 E /294 29/391F 46 -3/5 >27 /294 3419/96 /59 ;2==2-34< 1099 4 31
631 = >96!

=% eToken PKI Client Properties =

eToken

M eToken PRO Java —
Rename eToken

ENE‘EE Change eToken Password

Urlock eToken

- ,__0 Delete eTaken Conkent

o Wigw eTaken Info

Disconnect eToken Yirtual

-

Note: 1234567890 ! "
#$ !

CHANGING THE E-TOKEN PASSWORD

== /2941 9 024;3<796 [/ 847;0/79 -3/5 /59 ;0/2>69; 7=/ 11-26. 531
11-26 31 E*%'(#F. =30 E54<9 /294 1 1-26F 24 /59 9294
29/39110994 46/59;2==2-34<9294 29/3 91 63 =2< 31 631 =>96!

¥w
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I YOUR KEY TO eSECURITY B——

\’ eTaken PRO Java

e
4/9 >27 07 94/ /294 11-26 34 /59 E7 94/ /294 11-2 6F ;39=6 46
/59 49- 11-26 34 /59 E9-9/294 11-26F ;39=6. 24;38 49- 11-26 46

0=30 EAF/219//5949- 11-26.

i=¢ Change Password: eToken PRO Java

I < Token

Current eToken Password: I

Mew eToken Password: I

Confirm Mew eToken Passward: I T %%

i Password must meet token defined complexity requirements.

Paszword Fields musk not be blank.
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REGISTRATION

2942==;2 4684<9>27 3<3/=3<4/79 9 13;30 /9 >27 871/ 9<31/9 ;2
719 00274/. 2 9<31/9 ;2 49-719 00274/!

313/ /59 9<31/ /324 7/523/> $ & -9:13/9 46 0 =30 24 /59 =34 9=/96 /2
3<3/= 3<4/7909/3;30/9.

*. =30 /59 New User? Register =34 24 /59 2<34 10994 $152-4 34 /59 ;3<7 9
:9=2-&.

Digital Certificates | How to Enroll...

Ensure that all the system requirements are met - N
before proceeding with enrollment. FTT% Hew User? Register

Member Login

Getting Started » System Requirements

T Downlo ad Certificate

).  4/9 /59 69/3=134/5949-17:10 3:9 Registration Form.

Registration Form

Hame *

E-mail Id *

User ld~*

Password ©

Confirm Password * |

W

Type of user * | Individual user | ; 7

Registration Authority * Your - Registration Authority | Others ‘E”
Note:
. $ ## % ! $

#oomg o
. $ & $
< $ $ $
%. =30 Submit. ;3==96 34 9<31/ /324 ;28 31 /594 <949 /96 2 4 /59 10 994.

w
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SUBMIT ONLINE REQUEST FOR THE CERTIFICATE

Note: & $

$ "#

4 1700911;7= 9<31/ /324 >27 -3== :9 963 90/96 [2 >27 9124 =3G9 Certificate
Management Center 10994 -5305 631=>1 /59 138=9 % /9 94 2==894 /
20967 9.

o » Step-2: Validation documents as per "The IT Act, 2000"
Step-1: Enroll for a Digital Certificate

+ Submit physical copies ofthe completed Certificate Request
# Choose the Enroll aption or click here to enroll and generate Form and supparting validation docurments.

your Digital Certificate key pairs.

More ==
hare =x

Step-3: View your request status Step-4: Download your Digital Certificate
#* Choose the View Status option or click here to check the + Afteryou receive the email notification, choose the View
status ofyour Digital Cedificate request. Status option or click here to download your Digital Certificate.
Mlare == fdare ==

Enrolling for your Digital Signature Certificate:

2/2 /9 34/59H9=0289/2/59 9/3;30/9 4 <9894/ 94/9110994.
4 94 2==894/ 0590=31/ 21 7 =31/34< /59 1>1/98 9C739894/1. 96 /59
94 2==894/ 0590 =31/0 9;7==> 468 9179/5/ ==1>1/98 9C739894/1 9
89/. =30 Close /2 0=219 /59 0590 =31/ 46 1/ //59 24=349 94 2== 894/.
* 52219 /59 ;2==2-34< 2 /3241 34 /59 94 2==894/ ;2 8 /2 :9 ;3==96!
e 9/3;30/9 =11J =11*+) 9/3;30/9%$> 9;7 =/&
e 9/3;30/9 >9J 3<434< 9/3;30/9 $ 34<=9 A9> 3&
e 2>27579 09/3;30/9 9C791/ =9 6><949 /96 KJ 2.

Content of your Digital Signhature Certificate:

) 4/9 ==>27 9124=69/3=19D 0/=> 1>27 -27= 6=39/598/2 9 24
>27 09/3;30/9.

Note:'" $ * & " "

* 4179 /5] == 34;28/324 2?3696 31 ;0/7==>0 290/ 1/599 31 =9<=
13<43:30409 // 0596 /2 3<3/=13<4/79 9/3;30 /91.

). 4179/5/>2794/9 >27 02 90/ 8 3= 1>27 -3==42/:9 :=9/2
62-4=2 6+719>27 09/3;30/9 3; 4 3402 90/+347? = 36 83= 31 273696

w
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Type of Cerificate Help =

Certificate Type * Signing Certificate (Single Key Pair)  »

Do you have a cedificate request already generated? O Yes '@' Mo

Contents of your Digital Certificate HElp 7
Common Name ~ feq: Anish K. Stivastava)
E-Mail Address * feq: Anishi@ate tos.coin
Organisation * Tata Consultancy Services - Cerifving A1 reg: TCS Ltd)

Organisation Unit TCS-CA - Registration Autharity

Organisation Unit * Individual - Others (eg: R and D Division
AddressLocality * feq: Murmbai

State * feq: Maharashira)

Country Code IF

2- 61 /59 :2//28 2; /59 10 994 >27 -3==199 4 2 /324 /2 19=90/ /59 >/2< 530
19?309 2?369. 59 >/2< 530 97309 27?369 $ & 31 /59 12;/- 9 /5/
<949 /91 /59 0>/2< 530 9>1 ;2 >27 63<3/=1 3<4/79 09/3;30/9. 5919 9>1
:28 /59 :131 2; >27 63<3/= 3694/3/> 46 -3== :9 7196 ;2 63<3/= 13<434< 46

940 > /324 29 /3241.

4269 /2 <949 /9 /59 0>/2< 530 9>1 24 >27 9294 19=90/ /59 ‘eToken
Base Cryptographic Provider’ ;28 /59 6 262-4 8947 24 /59 94 2==894/ <9
152-4 1;2==2-1!

Select the Cryptographic Service Provider
The Cryptographic Service Provider or C5P is a program that generates your public/private key pair.

WOTE : Indian IT &Act stipulates that vou use 1024 bit length kevs. In case your broveser does not support 1024 bit keys, your
browwser has to be updsted with the relevant pstches.

Choose the appropriste CSP below depending on where you plan to stare your private key . If you use a special device such
as a smart card, please select the appropriste provider as directed by the manutacturer.

Cryptographic Service Provider ™ | | SR EEE N =00 0w (a e[ 5=V = mii=lE (=1

Generate Request:

/9 ;3==34< /59 24=349 94 2==894/ ;28 9739- /5 9 34;28/324 2?3696 $ >34<
1903 = //94/324 /2 /59 83= & 46 0=30 Generate Request /2 <949 /9 >27
09/3;30/9 9C791/.

Subscriber Agreement
By applying for, submitting, or using & Digital Cerificate you are agreeing to the terms of the TES-CA Subscriber Adgresment

Generate Reguest

w
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59;2==2-34<63=2<79:2D 9 1. 24;38>27 69 /3=1 46 0=30 OK

» Pisa corfirm s E-Mad 10: sharadhanalfiabe tonca.n

A inforration relaked ba your cnline requesk and certificate, induding the suthentication FIN
ratpar e Fer diwriting our carlifiealn vl ba pent o s E-Had 1D

¥ o E-Mad [0 i ooemeck, ok 0K 1F ok, cick CARNCEL and comedt & inthe Endoliment Form.

ok coed |

=30 ‘Yes’/2 9C791/;2 49-09/3;30/9.

Potential Scripting Yiolation X

This Web site is requesting a new cerkificate an vour behalf, You should allow only trusted Web sites o request a
! certificate Far wou,
Do wou want ko request a certificate now?

Yes

4/9 /59 11-26;2 E9294F -594 28/96 460 =30 OK.
= Log on: eToken El

Log on to eToken ETO%E 1'1'

Enter eToken password

eToken Mame: |eTnken |

Password: || |
j
[ 1]
o
AR -

4 1700911;7= 028 =9/324 2; 94 2==894/ >27 -3== 19 9 /59 :9=2- 10994. 2/9 /59
9C791/ 478:9 $53<5=3<5/96 :9=2-&. 34/ /531 ;28 2 >27 90261 > 0=3034<
Print.

w
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Certificate Enrollment Form for Request Number - 29798

R Clags CLARSE)

|Cartifcate Trpe Sigring Cedilcak: Single ey Fair

Comtenns of youl Digital Conificats Raqmusay

| TaslLiser

Crpaizalan Tala Soreuliaricy Savines - Corblong fathonty

|Organizalan Uni Indwidual - Jthers

E- il Adi g ELETEL CE T R

_Clhl Tasl

Slate Anithig Fradssn

Tirkprt aint:

1. Prinit this Enrallment Form by dicieg [Prink] Soston

E=) =) =
| GowSiep?
59 9/3;30/9 9C791/ 28 4=349 94 2==894/ ;2 8 >894/ =24<-3/5 ==
/59 17 2/34< 6207894/1 1 9 /59 0590=31/ 51 / 29 ;2-696 /2 >27
9<31/ /324 7/523/>:2 ;7/59 2?=.
/9 /59 9C791/ 31 2?96 ;28 /59 + 946 4 7/28/96 83= -3/5
7/594/30 /324 34 -3==:9 69=3?9 96 /2 /59 8 3= 6 273696 34 /59 94 2==894/ ;28
-5305 31 9C7396 ;2 62-4=2634< 2;>27 3<3/=1 3<4/7909/3;30 /9.
59 20911 2; 62-4=2634</5909/3;30/931 1:9 =2-.
W
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DOWNLOAD YOUR CERTIFICATE

409 >27 3<3/= 3<4/79 9/3;30/9 31 <949 /9 6 >27 -3== 9093?79 4 983=
42/3;30 /324. 59 42/3;30 /324 340=7691 69/ 3=96 34 1/70/3241 46 4 7/594/30/324
/5/51/2:994/996 //59/389 2,09/3;30/9 6 2-4=2 6.
Note: o # +$ !
, & o #
$ "#

To download your Digital Signature Certificate:

2/2>27 9<31/ /324 7/52 3/> 9:13/9
*  4/5910994/5/31631=>96 0=30 24 Download Certificate

Digital Certificates | How to Enroll...

- .
Getting Started » System Requirements

Ensure that all the system requirements are met

before proceeding with enrollment. (T New User? Register

Member Login

e Download Certificate
-

Registration » Reqgister for your User Account

). 419 >27 19 46 11-26 46 0=30 Submit.
Uzer Login
User ld* | |
Password * | | [ Subirmnit ]
Note: $ #et $ - & $
( #
2/2 19 % 34/59 9/3;30/9 4 <9894/ 94/9 ; 2 62-4=2 634< /59 09 /3;30/9.
qw
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The Enrollment procedure requires you to go through the 4 steps outlined below.

Important:vou are connected to TCS-Certifying Authority secured wehsite, To make sure you connect smoothly, your brovwser should have the root
cettificates of the Controller of Certifying Authorities (CCAY, Government of India and TCS-Cerifying &uthority installed in your brovweser.

Click here for installation instructions >

Step-1: Enroll for a Digital Certificate Step-2: validation documents as per "The IT Act, 2000"
s Choose the Enroll option or click here to enroll and generate & Submit physical copies ofthe completed
yvour Digital Certificate key pairs. and supporting validation documents.
More == More ==
Step-3: Wiew your request status Step-4: Download your Digital Certificate
» Choose the View Status option or click here to check the = Afteryol receive the email notification, choose the View
status of your Digital Certificate request. Status option Dr download your Digital Cerdificate.
More == hiare ==

. =30 24 ‘Click here’ =34 34 H/9 %I 190/324.

* =30 24 >27 9C791/ 78:9 /2343/3/9 /59 62- 4=26 20911.
). 93;>/59 69/ 3=12; >27 09/3;30/9. 24/0/ >27 683431/ /2 3;/59931
2:=98.
%. 4/9 /59 7/594/30/324 98 3=96 /2 >27 67 34< /59 94 2==894/ 20911.
Note: $

Authenbcation PIK c WARSMTEWEN >

Back | ll- et

=30 Download. 59;2==2-34<8911<9 9 1.

Microsoft Internet Exploren

P | The Certificate can only be downloaded on the same machine Fram which the request was generated. Click 'OK' ta
“-"J-/ proceed or 'Cancel' to stop the download process,

d Ok HI}’ Cancel

. =30 OK. 59;2==2-34<8911 <9 -3==:9 631 =>96 /5 309.

Potential Scripting Violation [
This Web site is adding one or more certificates ta this computer. Allowing an untrusted \Wehb site to update wour
certificates is a security risk, The Web site could install certificates wou do not trust, which could allow pragrams tha

! tificates i ity risk, The Web sit Id install certificat d k trust, which Id all that
wou do not Erusk ko run on Ehis computer and gain access to wour daka.,

Do wou wank Ehis program to add the certificates now? Click ¥es if vou brust this Web site, Qtherwise, click Mo,

C ves D to |

w
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59;2==2-34<1/9 1-3==024;3 8 1700911,;7= 62-4=2

=30 ‘Yes’. 59,;2==2-34<09/3;30/91 9 62-4=2 696!
. 9/3;30/9
. 9/3;30/9
e 46719 9/3;30/9

-~ I @ windows Media Player
@ Mozilla Thunderbi

. @ Internet Explorer

3 Motepad

|@] ouTLOOK

Q sametime

@ Microsaft Office Exce
@ Microsaft Office Wiar

&=: eToken Properties

28 /59 / /18947 19=90/

@
g}i

CONFIRM THE DOWNLOAD INTO ETOKEN
6 2;>27 09/3;30/9.

Programs B eToken B eToken Properties.

Outlook Express
Remote Assistance
windows Movie Maker
Lotus Applications
Mozilla Firefo:

Cisco Systems

* vy v v v

B adobe Reader 8 Softwares95 inserted, the
& calculator Apache Tomeat 5.0

All Programs »

i

TexkPad

eToken Bl eToken PEI Client » | =¥ eToken Properties

TC5 FileSigner Plus &= Start eToken PKI Clisnt

SafeMet

* v v B

E8 7 Print Manager

* 594 >27 3419/ >27 9294 9> /59 ;2==2-34< 109
Advanced/ .

eToken

D e

94 31 631 =>96. =30 /59

Advanced View

1>

\;__’ eTaken

Renarme eToken

Change =Token Password

Unlock eToken

Delete eToken Content
Wiew eToken Info

Disconneck eToken Yirtual

w
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). 469 H 19 9/3;30/911/59 62-4=2 696 09 /3;3 0/9 =24<-3/5/59 53431

631=>96 1 9 /5910994 152/ :9=2-.

: Certificate Data
- eToken PKI Client

3 £3 Tokens Serial nurnber 30 7o 01 0 5c 23 36 87 47 7a
I &= aToken Issued to Taka Consulkancy Services Limited-RA Administrator Backuy
=N E] User Certificates Issued by Tata Consultancy Services Certifying Authority
ey i from 03/04/2010
= E] Ch Certificates Walid until 030442011

Secure Email, Client Authentication

b ’_'__g_l Tata Consulta...  Intended purposes
... Bl coatndia zo07

.‘\. Settings

eToken PET Client Settings

Private Key Data

Key size 1024 bits
Container narme {FC5E52A0-417E-4010-8350-F1CS0D956CDAT
Modulus 93 36 90 03 30 a7 2b 63 52 fc 5d 43 94 5 43 f5 ac e6 e7 |

Key specification
Default Key Container
Auxiliary Key Container

AT_KEYEXCHANGE
s
s

w
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CoNTACT US

| 2417=/ 40> 9?3091 383/96
L9/3;>34< 7/523/> A 97?3091M
67 4096 90542=2<> 94/9
Deccanpark  2;/- 9 43/1 >27/
65 7 >69 :6 :
542! % @ "()*% +* +*.

59=691 N/01 0./01.02.34
5/ 1++---./01.028
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